E-Learning organisers prefer to disseminate their message as widely as possible, and in the same time authorised people only can access some disseminative information. It becomes a challenge to protect the digital message from access such as reading and updating which has been disseminated out from the organisations.
Introduction
With recent advances in the Internet and information technologies, we find ourselves accustomed to the pervasive and convenient availability of digital information. The proliferation of inexpensive digital equipment and the Internet has expedited this availability to a scale imagined. E-Learning, as a product of current advanced technology, has bring great benefits to both of education organisers and students since students can access digital information provided by E-Learning organisers without space and time limits [3, 7] . Such E-Learning strategies are required to satisfy the changes in a competitive and commercial industry market [19, 13] . The new strategies will reshape the role of education and create enduring advantages for both students and universities. Digital information sent from the organisers to students or agents may not be further disseminated with some commercial reasons. Therefore unauthorized dissemination of digital content has emerged as one of the most problematic and challenging issues in information security on E-Learning. Digital information in E-Learning are divided into two types based on their purposes: Payment-Based Type (PBT) and Payment-Free Type (PFT). An example of PBT is the course information, students can access the study materials if they have paid the tuition fee; and the information of learning structure and major components are the example of PFT. In PBT, a payment is required in order to access digital information and security breaches of digital assets result directly in financial loss. In PFT, dissemination of digital information does not require payment, but as the PFT example mentioned, organisers could not happy to show competitors the learning plans and components which must be controlled nonetheless to satisfy confidentiality or other security requirements. Unlike the commercial distribution environment, there are situations in which payment function is not required and higher distribution security is the primary concern. In the intelligence community, for instance, digital information is often disseminated to organizations in various agents. For instance, the University of Southern Queensland (USQ) may wish to distribute a document in digital form to its education agents in such a manner that the received digital information is not revealed either intentionally or accidentally, to other malicious organizers. Similar situations can exist in the commercial sector. In recent business-to-business (B2B) e-commerce, it is common for a computer organization to distribute information digitally to its several partners. The challenge is to prevent further distribution of the digital information by the partners to others. For instance, IBM could disseminate technical descriptions in digital form to different suppliers who provide the specific parts of IBM computers. However, IBM would not like to disseminate the digital information amongst suppliers regardless of their intention or possession of the digital information. Digital content providers have put much effort into protecting digital information from unauthorized distribution [24] . However, no systematic study has been done for controlling digital information dissemination [2, 4] .
The most successful E-Learning models in the future will be hybrid E-Learning networks that are combinations of academic, professional and corporate content [18] . Human interaction administration, as a shortcoming of E-Learning, is a critical component of E-Learning market, especially in several organisers' collaborative environments. There are situations in which E-Learning strategies and plans are disclosed to other competitors due to insufficient protection management systems in E-Learning could not securely control the dissemination of the strategies and plans. It is still an open question how efficiently technical skills can be trained to protecting the disseminative information in distributed E-Learning environments [20, 18] .
The main objective of this paper is to develop a secure system for digital information dissemination by defining the security architectures that can provide control ability on the disseminated digital information. The security architectures should support tracking ability on the disseminated digital information. More specifically, proposed security architectures should make it difficult or useless for recipients to re-disseminate the received digital information if not authorized, regardless of their intention. In addition, they should make it difficult for new recipients to access the illegitimately re-disseminated digital information that they possess.
